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Vulnerability Disclosure: 
What are the legal and ethical issues governing the disclosure of vulnerability by an independent technical person (e.g., cyber researcher)? 
i)   Reclaiming an invention
[bookmark: _GoBack]When people invent, they intend for them to be beneficial to everyone. This invention ends up in the hands of people who do not serve any beneficial purpose rather just increasing the patent money from inventors and innovators especially when people fail to protect their inventions from patent trolls.
ii)    IP regimes have no purpose
The IP regimes have strayed from the initial purposes. Often, protection on an invention is forgotten immediately a person cries out for an infringement. However, most of the protection laws have not fully adopted modern technology.
What are the legal obligations of the government if they come to know about vulnerability? Can they corner the vulnerability market and exploit vulnerability against an adversary? See this paper, Dorothy Denning: 
Information concerning the security structures of a company must be kept secret and only disclose information if directed by the entity. The government also gives the mandate to release confidential information concerning a company. However, it is only involved when need be. Otherwise, the government should not play a role in vulnerability disclosure.
If the government comes to know about a vulnerable disclosure, the attorney general of the respective state should be notified to apprehend those who breach the law. This action is required to be taken as soon as possible for an investigation to start immediately before the scope of the breach spreads out.
Attack Disclosure: 
What are the legal obligations (as well as protection for sharing) of companies about attacks on their systems and possible future attacks and vulnerabilities? Who should they disclose to the government, users of their systems who were affected by the breach and investors?
In the United States, a company is obligated to inform its customer in case their information is identified to have been attacked or stolen. Apart from informing the attorney general (government), there is a need to appoint a data protection officer to oversee every development and policies set and ensure its implementation to ensure security. All these actions are required to be taken as soon as possible for an investigation to start immediately before the scope of the breach spreads out.
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